	Phishing
Phishing is an internet spam message that baits consumers with fake messages hoping to lure consumers into responding with passwords and other personal data. Phishing scammers use email or malicious websites to solicit information by posing as a trustworthy source.  In a different version, a scam may send an email that looks like it's from a reputable news organization with links to photos or video, when in fact, it takes you to a malicious website or downloads harmful viruses onto your computer.   Below are some examples of typical phishing scams, current scams and ways to spot them:  

Osama Bin Laden, Royal Wedding, Recent News Events Phishing Schemes
Recently, Homeland Security issued an alert concerning Osama Bin Laden Email Phishing Schemes.  The death of Osama Bin Laden has brought attention and interest around the world.  Unfortunately, major news events like this often bring a wave of phishing scams designed to collect your personal or financial information without your knowledge.  Homeland Security Department's  Stop. Think. Connect campaign (www.dhs.gov/stopthinkconnect) reminds all Internet users to be vigilant whenever online, and to use caution when opening emails that purport to show images related to Bin Laden's death.  This same caution should be used with emails about the Royal Wedding or other recent news events.  In addition to phishing, scammers may also post fake images online that can lead you to an infected website.  At least two domains were found to be serving up fake antivirus rogueware called "Best Antivirus 2011" on searches for "Osama Bin Laden body" on a Google image search.  Clicking on these links puts your computer and personal information at risk. 

Recent security breach at JPMorgan, Chase, Citibank, Target and Walgreens, among others
The Pennsylvania Office of Attorney General issued a consumer advisory that the above companies as well as other large companies (Walt Disney, Marriot, Best Buy, L.L. Bean, Home Shopping Network to name a few) had a breach that resulted in names and e-mail addresses of customers being exposed.  The companies have been able to reassure the customers that no passwords, account numbers, credit card information or other confidential information was compromised.  It is expected that there will be a surge in phishing attacks on consumer's email accounts.  In today's world, identity thieves are so sophisticated that the e-mails they send look just like the legitimate messages from banks and other businesses.  The con artists use hijacked logos and deceptive spam to deceive consumers into giving out credit card numbers, personal identification numbers or passwords and other personal or financial data.  

Common lines or "hooks" used by fraudsters
"We suspect an unauthorized transaction on your account.  To ensure that your account is not compromised, please click the link below and confirm your identity." 
"During our regular verification of accounts, we couldn't verify your information.  Please click here to update and verify your information."
According to the Federal Trade Commission (FTC), phishers send an email or pop-up message that claims to be from a business or organization that you may deal with. The message may ask you to "validate," "update," or "confirm" your account information.  Some phishers threaten dire circumstances if you don't respond.  The message directs you to a website that looks just like the legitimate organization's site.  But it isn't. In reality, it's a phony site whose sole purpose is to trick you into divulging your information so the fraudsters can steal your identity and run up bills or commit crimes in your name. 

Avoid Getting Hooked by a Phishing Scam
· Never reply to unsolicited emails asking for personal or financial information request to "verify" data about your account. 

· Remember that banks, credit card companies and businesses do not send requests for PIN numbers or sensitive information to their customers. 

· Do not call any phone numbers contained in email messages purporting to be from your bank or other companies with whom you do business.  Providing this information by phone is just as dangerous as sending it via email. 

· Do not open any links or documents contained in these messages. 

· Look for the padlock icon in the browser to assure that you are accessing a secure site. 

· Double click on the padlock to see who owns the security certificate.  A fake one either won't have a certificate or it will be owned by an entity that appears to be unrelated. 

· Make sure the web address starts with https, not just http. 

· Keep software up to date-enable your systems automatic updates. 

· Turn off the option to automatically download attachments. 

· View emails in "Plain Text"-this will restrict link functionalities and other potentially dangerous features in emails. 

For more information on phishing or to report a suspected victimization, contact the PA 
Office of the Attorney General's Bureau of Consumer Protection at 1-800-441-2555 or visit www.attorneygeneral.gov.

You can also learn other ways to avoid email scams and deal with deceptive spam by visiting the Federal Trade Commission site at www.ftc.gov/spam  or by calling toll-free 1-877-382-4357 or TTY:
1-866-653-4261.




	


Bucks County Crimes Against  Older Adults Task Force

Bucks County District Attorney’s Office
A Woman’s Place (AWP)
215-348-6344
1-800-220-8116
Bucks County Area Agency on Aging 
Bucks County Office of Consumer Protection

215-348-0510
215-348-6060

Bucks County Coroner’s Office
Bucks County Register of Wills

215-348-3852
215-348-6265

Network of Victim Assistance (NOVA)
US Dept. of Health and Human Services

1-800-675-6900
Investigations, Office of the Inspector General

www.crimesaginstolderadultsbucks.org
24 - Hour Hotline 1-800-490-8505





















